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Predatory publishing

“Predatory journals & publishers are entities that prioritize self-interest at the 
expense of scholarship and are characterized by false or misleading 
information, deviation from best editorial and publication practices, a lack of 
transparency, and/or the use of aggressive and indiscriminate solicitation 
practices” – Centre for Journalology
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Predatory publishing

Predatory journals (and conferences) is a 

well-known problem

They thrive because there is a market 

(“Publish or perish). Exploit growth of article 

processing charges (APC)

While no-one are safe from being tricked, we 

can usually avoid it if we are aware of how 

they operate
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Now, what if the journal you consider is well-established and reputable?

With a long publishing history, with real, recognizable names in their archives?
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Journal Hijacking

Hijacked journals are ‘scam websites that impersonate legitimate titles’ (Else 2022)

• clone the website of the legitimate journal

• sometimes able to hijack the International Standard Serial Number, ISSN

• sometimes able to be indexed in mainstream bibliometric databases such as Scopus

Else, H. (2022). Hijacked-journal tracker helps researchers to spot scam websites. Nature. https://doi.org/10.1038/d41586022-01666-3ase
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Hijacking of Scandinavian Journal of Information Systems

• SJIS is the journal of the Scandinavian chapter of the Association for Information Systems. The journal 

publishes research on development and use of information systems, and related organizational and societal 

issues. It is open access, no APC

• SJIS is a decent journal, level 2 in the Norwegian Register for Scientific Journals

• (“Top 5th in a field”)

• It is an important journal also beyond Scandinavia. Research published in SJIS typically draws on the 

Scandinavian research traditions, emphasizing engagement with the field. As this line of research is not 

confined by geographical boundaries, the term "Scandinavian" in the title of the journal should be interpreted 

metaphorically rather than literally

• Indexed in Scopus

• In short; it is a reputable journal. And until February 2023 it was the only journal with that name…
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The SJIS Hijacking: Timeline
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The SJIS Hijacking: Search Engines



The SJIS Hijacking: Legitimate & Fraudulent Websites



The SJIS Hijacking: ResearchGate & ORCID



The SJIS Hijacking: The Human Toll

Request to authenticate publication submitted by a 

PhD student



Identity theft
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Three groups of victims
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Where does this leave us?

• Publishing pressure + proliferation of open access publishing provide a ripe 

market for cybercriminals

• Lack of author awareness. Hijacking been around for 10 years, but rapidly 

increasing as a problem.

• Absences of effective Internet governance regime. 

• The interconnectedness of things makes it hard to “clean up”
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Open discussion: what do we do about this?

• Info about hijacking and how to avoid it into PhD programs

• We need alternatives to ‘author-pays’ or ‘reader-pays’ models

• Auditing peer-review processes (but LLM/AI can evade this)?

• Universities and university libraries pressuring Scopus and other platforms to 

improve their information quality assurance practices?

• It should be in the interest of Scopus and others to address this problem

• Should we go further, i.e. proactively deny/shut down/hack malign actors? Ethical 

concerns
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Questions
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