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Predatory publishing

“Predatory journals & publishers are entities that prioritize self-interest at the
expense of scholarship and are characterized by false or misleading
information, deviation from best editorial and publication practices, a lack of

transparency, and/or the use of aggressive and indiscriminate solicitation
practices” — Centre for Journalology

We truly want you to publish with us because we don't want to lose a contribution from a
renowned author like yourself, which eventually boosts our journal's reputation.

We hope you will take the opportunity to submit your work before 20t April, 2024.
Archives of Clinical and Experimental Ophthalmology

ISSN: 2692-4331 We look forward to receiving your submissions.

Dear Dr. ()
|
ﬁ”. The article 1s quite interesting and informative. An extension of this study 1n the form of a short

communication or a commentary will be of considerable interest to Ophthalmology readers. Therefore, we would like to invite vou to write
a commentary on the above mentioned article for publication 1n Archives of Clinical and Experimental Ophthalmology.
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Predatory publishing
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Predatory journals (and conferences) is a
well-known problem

Publishing deals
and discounts

Publish Open
Access

Strategy and

They thrive because there is a market
(“Publish or perish). Exploit growth of article
processing charges (APC)

While no-one are safe from being tricked, we
can usually avoid it if we are aware of how
they operate
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€— Writing and publishing €~ OpenAccess  €— Publish Open Access

Predatory journals and questionable
conferences

Many open journals cover their costs by charging a publishing fee. Some
people exploit this by establishing false Open Access journals, Predatory
journals. Recently a similar development is manifesting itself in
conferences. These journals and conferences share a common feature of
not following good academic practices for research and publishing.

How to avoid being scammed.

Journals

= ,Search for the journal in Norwegian Register for Scientific Journals
("Kanalregisteret”). The journals listed have been quality assured by an academic
committee and journals should be approved as level one or two. Note, it is possible
to nominate titles for review.

= Search for the journal in the Directory of Open Access Journals (DOAJ). The
journals listed have been quality assured by members of the DOAJ editorial board.

= Check with colleagues to see if they have published in the journal, or if they read it
regularly.

- See the website Think. Check. Submit. for more comprehensive information.

= Many predatory publishers are very active in contacting researchers with offers and
invitations to publish. If you receive flattering and perhaps ongoing e-mails, and you
are also promised a quick peer review, there is reason to think twice.

= Do a Google search for the title of the journal plus the term "predatory”. Other
people often write about their experiences with the journal.
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Now, what if the journal you consider is well-established and reputable?

With a long publishing history, with real, recognizable names in their archives?
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Journal Hijacking

Hijacked journals are ‘scam websites that impersonate legitimate titles’ (Else 2022)

« clone the website of the legitimate journal
« sometimes able to hijack the International Standard Serial Number, ISSN
« sometimes able to be indexed in mainstream bibliometric databases such as Scopus

INTERNATIONAL IDENTIFIER FOR SERIALS £ English

' ‘ STANDARD AND OTHER CONTINUING RESOURCES, IN THE ELECTRONIC AND PRINT WORLD -
I.\ N SR
Scopus: Comprehensive,

&bty e multidisciplinary, trusted

abstract and citation
REQUESTING AN ‘ d
ROAD references nearly 49,000 |SSN CltCl b G Se

multidisciplinary resources identified by 82
ISSN cenires worldwide, with 17 partners
providing quality insight

<.

Quickly find relevant and authoritative research, identify

omectors FIND A NATIONAL ‘ experts and gain access to reliable data, metrics and
R AD o ; CENTRE analytical tools. Be confident in advancing research,

educational goals, and research direction and priorities — all
SUBSCRIBETO -

from one database.
: THE ISSN PORTAL S >

READ MORE

Else, H. (2022). Hijacked-journal tracker helps researchers to spot scam websites. Nature. https://doi.org/10.1038/d41586022-01666-3ase
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Hijacking of Scandinavian Journal of Information Systems

« SJIS is the journal of the Scandinavian chapter of the Association for Information Systems. The journal
publishes research on development and use of information systems, and related organizational and societal
issues. It is open access, no APC

« SJIS is a decent journal, level 2 in the Norwegian Register for Scientific Journals
(“Top 5t in a field”)

« ltis an important journal also beyond Scandinavia. Research published in SJIS typically draws on the
Scandinavian research traditions, emphasizing engagement with the field. As this line of research is not
confined by geographical boundaries, the term "Scandinavian” in the title of the journal should be interpreted
metaphorically rather than literally

* Indexed in Scopus

* Inshort; it is a reputable journal. And until February 2023 it was the only journal with that name...
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The SJIS Hijacking: Legitimate & Fraudulent Websites
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The SJIS Hijacking: ResearchGate & ORCID
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Request to authenticate publication submitted by a
PhD student

Respected Editor,

The SJIS Hijacking: The Human Toll

Thank you for your mail.

| am glad that my inputs were helpful to you.

Congratulations on the publication of your paper.

| regret not involving my name in the paper as | was the whistleblower for this in the first place.
| needed the recognition but as commanded by my supervisor, | had to let it go!

| am still struggling with the publication.

Not getting any authentic journal to publish.

Whilst doing so, my papers are not getting accepted as well.

| am in need of someone who may rework on my papers or help me write a fresh paper.

I am nnt ahle tn do sn due to mv sevare mental denreccinn and nhvsical health dus tn non

| regret to inform you that this fraudulent website has not only stolen my research article, but has also

published it in their fabricated journal by manipulating the publication date. This alarming situation

has caused significant harm to my intellectual property rights and academic reputation. |, unfortu-

nately, fell victim to this deception due to the confirmation | received from Scopus several months

ago, which verified the ISSN number associated with the fraudulent website.
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Three groups of victims

Stakeholders
Authors

Unsuspecting
researchers

Journals
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Consequences

Emotional distress
Professional setback
Reputational damage
Financial damage

IP loss

Identity theft
Loss of academic
credibility

IP infringement
Brand damage

Remedies

Awareness and understanding
Risk perception and mitigation skills

Link removal (e.g., indexing platforms and bibliographic
databases)
Updated researcher profiles (e.g., ResearchGate and ORCID)

Publication access restrictions

Publications monitoring

Information verification (indexing platforms and bibliographic
databases)
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Where does this leave us”?

« Publishing pressure + proliferation of open access publishing provide a ripe
market for cybercriminals

« Lack of author awareness. Hijacking been around for 10 years, but rapidly
Increasing as a problem.

« Absences of effective Internet governance regime.

* The interconnectedness of things makes it hard to “clean up”
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Open discussion: what do we do about this?

 Info about hijacking and how to avoid it into PhD programs
* We need alternatives to ‘author-pays’ or ‘reader-pays’ models
« Auditing peer-review processes (but LLM/AI can evade this)?

* Universities and university libraries pressuring Scopus and other platforms to
improve their information quality assurance practices?

It should be in the interest of Scopus and others to address this problem

« Should we go further, i.e. proactively deny/shut down/hack malign actors? Ethical
concerns

UNIVERSITY
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Questions
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